
 

BOARD OF SELECTMEN EXECUTIVE 
SESSION & REGULAR MEETING 
Monday, November 16, 2020 
Darien Town Hall - Room 206 

loleary@darienct.gov | 203-656-7338 
 

AGENDA 

SPECIAL MEETING in EXECUTIVE SESSION 

6:15 PM 

CALL TO ORDER 

Adjourn to Executive Session for Personnel Pursuant to CGS 1-200 (6) (A) 

ADJOURN TO OPEN SESSION  

Adjourn Special Meeting 

REGULAR MEETING 

7:00 PM 

CALL TO ORDER 

PLEDGE OF ALLEGIANCE 

PRESENTATIONS 

1. Presentation of Findings from Technology Assessment - Jeff Ziplow, blumshapiro 

FIRST SELECTMAN’S REPORT 

TOWN ADMINISTRATOR’S REPORT 

REPORTS FROM SELECTMEN SERVING AS LIAISONS TO OTHER BOARDS AND 
COMMISSIONS 

NEW BUSINESS 

2. Discuss and Take Action to Approve Board of Selectmen Meeting Calendar for 2021 
3. Discuss and Take Action to Recommend Certain Charter Changes to the 

Representative Town Meeting for their Consideration 
4. Discuss and Take Action on Request to Waive Town Bidding Requirements 

TRANSFERS 
5. Discuss and Take Action on Request to Transfer $15,750 to Emergency 

Management Program Expenses 
6. Discuss and Take Action on Request to Transfer $4,750 to Emergency Management 

Program Expenses 
7. Discuss and Take Action on Request to Transfer $33,325 to Capital Account PD 

Building Access System 

mailto:loleary@darienct.gov


APPOINTMENTS:  
8. Appointment of James Demark to Monuments & Ceremonies for a term expiring on 

11/30/21 
9. Appointment of Autumn Howard to the Monuments & Ceremonies Commission for 

term expiring on 11/30/22 
10. Appointment of John King to the Monuments & Ceremonies Commission for term 

expiring on 11/30/21 
11. Appointment of Nanci Natale to the Monuments & Ceremonies Commission for term 

expiring on 11/30/22 

MINUTES 
12. Review and Approve Minutes of November 2, 2020 Regular Meeting 
13. Review and Approve Minutes of November 2, 2020 Special Meeting 

PUBLIC COMMENTS* 

AGENDA REVIEW 

ADJOURNMENT 

UPCOMING  MEETINGS: 

December 7, 2020 Regular BOS Meeting 7 pm 

December 7, 2020 RTM State of the Town Meeting 8 pm 
 

Please register for Board of Selectmen Public Comment 11/16/2020 on Nov 16, 2020 7:00 PM EST at: 
 
https://attendee.gotowebinar.com/register/7633653456309153035 
 
After registering, you will receive a confirmation email containing information about joining the webinar. 
 
Members of the public may also send comments in via a-mail to DarienBOS@darienct.gov  by 7 pm, 
Sunday, November 15, 2020. E-mailed comments will be attached to the meeting minutes. 
 

 

https://attendee.gotowebinar.com/register/7633653456309153035
mailto:DarienBOS@darienct.gov
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Project Overview 

A. Background 
 

The Town of Darien engaged blumshapiro to provide advisory services for an assessment of the IT 
infrastructure, operations, systems and IT personnel.  As part of this effort, blumshapiro performed a review 
of the existing IT operations and associated software, an evaluation of current IT positions, an assessment 
of security protocols, a review of IT roles/responsibilities and an evaluation of business practices, policies 
and protocols. . As part of this project, our goals were to: 

1. Review current operations of key functional areas. 
2. Assess technology infrastructure. 
3. Evaluate core software applications. 
4. Document and confirm current state. 
5. Confirm roles and responsibilities of IT resources. 
6. Develop findings and gap assessment. 
7. Develop recommendations and technology assessment report. 
8. Develop detailed action plan. 
9. Management review and approval. 

B. Project Approach & Methodology 

blumshapiro implemented a project approach comprised of nine (9) tasks as outlined below.   
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Interviews were conducted with key stakeholders, (including Department Heads, Senior Management, IT 
personnel, etc.) to gain specific information and perspectives on relevant issues and concerns of the current 
systems.  These sessions helped to validate the goals, objectives, policies, procedures within Town of 
Darien’s operations.  Over 35 Darien employees were interviewed as part of this project. 
 
Working with the information collected throughout the interviews, and group discussions, blumshapiro 
compiled and categorized the various business technology concerns of each department/operational unit 
within the Town.  With this information, we then identified and focused on those technology opportunities 
that best served the short and long-term needs of the Town.  
 
The preceding information was then analyzed, prioritized and evaluated against best business practices, 
future needs, and appropriate technologies. This analysis provided the basis for developing the findings and 
recommendations and ultimately defining the strategic roadmap. The process was participative and 
consultative. The entire project and review process were iterative in nature and overseen and guided by the 
Town Administrator. 

 

Lastly, a phishing simulation was performed and phishing emails sent to Town employees.  The results of 
the phishing simulation tests identified that only 1 person out of 97 people “clicked” on the phishing email(s).  
This represents only 1% of the employees reacted to the phishing email.  The current standard for the 
phishing simulations within the government industry is 4.4%.  This reflects favorably for the Town of Darien.  
See the appendix section for additional information. 

 
 

C. Acknowledgements 
 

blumshapiro would like to thank the Darien staff for their participation, support, on-going dialogue, and 

feedback during this project. 
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Department Overview 

Below is a description of the Darien IT Department: 
 

1. The Darien IT function is managed by the Darien School District Information Technology Services via a 
technology support agreement for services 

a. Under the July 1, 2020 through June 30, 2021 agreement, the document states, “the Town of Darien 
contracts with the Darien Board of Education to manage and maintain the Town’s (including the 
Police Department’s) computer systems, servers, local area networks, operating and application 
software, all associated technology systems and peripherals, and the Town’s telephone system.”  

 

2. From an IT personnel perspective, the Darien Public Schools select, employ, direct and supervise staff hired 
solely for the purpose of managing and maintaining the Town’s technology system(s) 

 

3. The total cost of the IT function paid by the Town to the Board of Education is $216,928.60 (for July 1, 2020 
through 2021)  
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Findings and Recommendations 

blumshapiro identified the following findings and recommendations pertaining to the IT Function in Darien. A risk 

rating was also provided for each recommendation to help prioritize this effort.  There are four (4) risk ratings 

identified, including Critical, High, Medium, Low.   

   Critical 

 

Observation presents an immediate operational impact which could impact the 

availability of systems and services. May also include a security risk, either technical 

or procedural, which can easily be exploited and lead to a system compromise, 

sensitive data breach, or privileged access to a computer system.  

   High Observation presents a significant procedural gap or a high level of complexity which 

is not easily remedied. May also include a security vulnerability that when combined 

with other information will allow access to an important system or process, bypassing 

a security interfaces or procedure. 

   Medium Observation presents a technical weakness or improper procedure which could 

present operational challenges when aggregated with other systems operations.  

 Low / Informational Observation presents a lower level technical or procedural weakness but warrants 

some degree of consideration. 
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The implementation section provides a summary of the priorities to address recommendations. 

1. Finding – IT support agreement 

a. The proposed IT support agreement with the Darien School District will not adequately meet the 
needs of the Town 

b. The agreement is very brief, only three (3) pages, and is missing a number of expected, typical IT 
support agreement language including but not limited to: 

i. Standard service level agreement components: 

ii. Response time details for issue to be resolved 

iii. Ticket submission and emergency requests 

iv. System prioritization/emergency response planning/ software ranking 

v. IT spending/budget planning 

c. In addition, there was no available job description for the Technical Engineer who is 100% devoted 
to supporting the Town  

Recommendation – Enhance the IT support agreement (Critical Risk) 

a. Given the expense/cost of the IT agreement, services should be explicitly stated and standard service 
level agreement (SLA) components should all be included  

b. The agreement should be reviewed annually with any necessary changes or alterations made (based 
on prior year experience) 

c. The Technical Engineer, along with all IT resources, should have a documented job description 
outlining duties, required skills and credentials, reporting lines, expectations, etc. 

 
2. Finding – Public Safety IT 

a. Currently, under the support agreement, the one (1) full-time dedicated “Town” IT resource is also 
charged with supporting the Public Safety departments (Police, Fire) 

1.
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i. Public Safety is unique from other municipal departments in that it needs to be fully 
operational 24/7; any outage or technical “downtime” can be devastating (e.g. dispatch 
system outage) 

b. Public Safety departments in all municipalities are becoming increasingly more technical in nature 
and require a great deal of support (Current technologies include 51 body cameras, 20 mobile data 
terminals) 

c. The Police Department currently utilizes a sworn officer for a significant amount of technical 
support, upgrades, configurations, custom programming, troubleshooting, off-hours assistance, etc. 

d. From a Public Safety software application perspective, all support is provided by the sworn officer; 
the Town IT resource does not support or administer Public Safety software 

e. Public Safety currently operates a number of outdated servers and systems in need of upgrading 
which is both manually intensive and time-consuming 

Recommendation – Consider additional IT support for Public Safety (Critical Risk) 

a. If the current Officer who performs the technical support were to leave the Town, Darien would be at 
an immediate risk from a infrastructure and, software support perspective. 

b. The Town may consider hiring an IT resource (full-time) specifically for Public Safety and/or 
outsourcing some of the IT Support function (particularly off-hours) to a third-party IT 
vendor/managed services provider to better assist with the following: 

c. The funding for the position could be cost-shared among all Public Safety Departments (Police and 
Fire budgets) 

 
3. Finding – Mobile device management  

a. The Town does not have a mobile device management policy or strategy in place at this time 

b. Smartphones are currently issued by Town Administration, not the IT Department, which is atypical 
for municipalities 

i. The IT Department (including the Director) do not have any oversight into mobile device 
management for the Town  

1.
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c. Town employees confirmed that sensitive data (e.g. content within Town emails) may be stored on 
their cell phone 

d. Lastly, there is no mobile device management (MDM) software in place to allow an Administrator to 
locate, monitor, and remotely wipe mobile devices centrally if any device is lost or stolen 

 

Recommendation – Establish a mobile device management program (High Risk) 

a. All mobile devices should be issued, distributed, tracked, and managed by the IT Department  

b. Mobile device policies need to be created and documented for both Town-owned and personally-
owned cell phones/tablets 

i. The policies need to include the requirement for a PIN code and/or biometric (face recognition, 
fingerprint) screen-lock which will automatically encrypt the device 

 

4. Finding – Security Risk and Concerns 

a. While Darien staff are aware of security risks, concerns, and best practices, there is no overarching 
security program in place  

i. The Board of Education IT staff are charged with maintaining a safe network for the Town of 
Darien but there is no ongoing, proactive approach to security training with Town employees 

b. Per interview with the IT Director, they would like to implement phishing simulations for 
cybersecurity awareness training with staff in addition to regularly scheduled network scans 

c. Applications are not necessarily configured with all security features and controls enabled 

i. The Town currently utilizes Office365 but neither multi-factor authentication (MFA) or 
Advanced Threat Protection, ATP, (advanced email scanning) are enabled 

Recommendation – Implement an ongoing security program that incorporates the Town (High Risk) 

a. From a security perspective, it is imperative that the Town is included in all security measures 
currently in place for the School District  

1.
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b. Security needs to be constantly “front of mind” for all employees as well as the IT support 

c. Each application needs to be re-configured with optimal security controls/settings utilized 

 
5. Finding –Payment Card Industry (PCI) 

a. There are several Darien departments who take credit cards for payments at this time and as a 
result, the Town now has several different payment processors in use (8 payment processors) 

i. In general, each department will select and utilize a payment processor/merchant processor 
that is recommended to them based upon their departmental software and compatibility 

b. Additionally, not all payment processors directly integrate with MUNIS, the Town’s financial 
management system 

c. There is no single PCI policy for the Town.  It is best practice for municipalities to document a PCI 
policy for the entire Town. 

Recommendation – Standardize PCI systems and protocols Town-wide (High Risk) 

a. Darien should work to limit the number of payment/merchant processors in place Town-wide 

b. PCI processing procedures should be documented 

c. Darien should ensure PCI compliance by validating completion of the appropriate Self Assessment 
Questionnaires and performance of quarterly network scans 
 

6. Finding – Strategic Plan and IT Governance  

a. The Town lacks a long-term strategic technology plan (3-5 years) that encompasses Town initiatives, 
plans for software/hardware/infrastructure upgrades  

b. Currently Departments operate in a very independent, “siloed” manner; there is little integration 
between and among departments  

c. The IT Department does not have over-arching governance program and does not set direction for all 
departments  

1.
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i. Under current operations, the IT Department does not have to be consulted prior to 
departments making technology purchases 

 

6. Recommendation – Create a Darien IT Steering and Governance Committee (Medium Risk) 

a. The Town should create a technology steering and governance committee that can be used to 
develop, promote, and pursue the completion of a three to five (3-5) year IT strategic plan 

b. In addition to the IT Director, the Darien Steering Committee should include representatives from 
Town finance and other departments that are seen as “heavy” technology users (e.g. Public Safety)  

c. IT should meet with each department annually during budget season to make an appropriate 
assessment and determination of needs and anticipated spending for each functional area 

d. The Steering Committee should establish a process for reviewing, approving, tracking/monitoring all 
IT initiatives 

7. Finding – Training  

a. Based on staff interviews, there is a great need (and desire by staff) for increased IT training 

b. Training has been offered in the past to Town staff but it may have been too advanced for many 
employees  

c. Staff also commented that they don’t know which online (free) training tools they should seek if they 
wish to do independent training on their own 

Recommendation – Implement a regular, ongoing training program (Medium Risk) 

a. The Town should offer regularly scheduled IT training workshops for staff in addition to 
offering/leading staff to online training tools (e.g. webinars, LinkedIn Learning) 

b. IT Security training should occur no less than annually and be mandatory for all Town employees 

c. Webpage training should occur on an annual basis to ensure each department’s site is formatted in 
a similar, easy-to-use format for residents/citizens 
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8. Finding – Remote access 

a. The current technology of remote access for staff is inadequate (especially under the new COVID 
restrictions 

i. Staff are generally using TeamViewer (remote control session tool) when they need to 
access their data/systems while out of office (as of March 2020) 

b. Currently, only a limited number of employees are using remote access 

c. Given today’s technical environment and growing workplace flexibility, a suitable remote access tool 
should be in place for necessary town employees 

 

Recommendation – Implement secure VPN for remote access (Medium Risk) 

a. Darien should have a secure tool for virtual private network (VPN) access to the network for 
select/approved employees (NOTE: Since the onset of COVID, Darien has implemented a VPN) 

b. The VPN should be configured with required username and password authentication; multi-factor 
authentication would be preferable 

c. Approval for remote access should come from both employee Department Heads and IT 

d. A Remote Access Policy should be constructed, signed by employees, and enforced 

9. Finding – IT replacement schedule  

a. Based upon our interviews, there is no formal and/or planned IT equipment replacement schedule  

b. As part of this assessment, blumshapiro reviewed a number of workstations Town-wide and 
observed various operating systems (e.g. some with Windows 7, some with Windows 10, etc.) as 
well as different versions of software applications (e.g. some on Office 365, some with older 
versions of Office) 
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Recommendation – Document a formal (and equitable) IT replacement schedule (Medium Risk) 

a. Darien is in need of a clear IT equipment replacement schedule/life cycle in which every three to five 
(3-5) years, departments are provided with new machines 

b. Additionally, Darien IT should work to align all workstation operating systems, standard tools (e.g. 
version of Office), and basic workstation configurations/standards Town-wide 

10. Finding – Remote Workforce Preparedness – Best Practices 

a. With the impact of COVID19, establishing a remote workforce program has become essential 

b. Most municipalities, including Darien, do not have a formal program in place to handle transitioning 
municipal employees to a remote workforce model 

 

Recommendation – Establish a formal Remote Workforce Program (Medium Risk) 

a. Darien should develop a comprehensive program for remote workforce capabilities for Town 
employees  

b. The remote workforce program needs to document and include:  

i. Which Town employees will be working remotely and under what circumstances? 

ii. By what means will employees access the network and/or their workstations? (VPN, etc.) 

iii. Employee training (cybersecurity, VPN/network access, productivity challenges, etc.) 

iv. Which devices are approved for remote work? (Town-owned laptops, personal devices, etc.) 

v. What tools will be used for employee communications/team meetings/board meetings, etc.?  

vi. What Town services can be offered online or in the “virtual Town Hall” type environment?   

c. The plan needs to be socialized and shared Town-wide 

d. Since the Town has implemented Office 365, consider purchasing and deploying the communication 
and collaboration solutions.  This includes Microsoft Teams. 
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11. Finding – Phones 

a. Several employees expressed frustration with the current Town phone system 

b. Issues with the phones included lost voicemails, inability to access voicemail from workstation/PC, 
inability to conference call/forward calls, inability to answer alternative/multiple phone lines within a 
department from a single phone 

c. For some departments, e.g. Registrar of Voters, a high-functioning phone system is critical during 
busy seasons/weeks and their ability to utilize all phone features easily is essential 
 

Recommendation – Ensure all Staff are properly trained on the phone system (Low Risk) 

a. The IT Department should assist all Town Departments with training on the phone system so that all 
functions and features can be fully utilized  

 
12. Finding – MUNIS Training 

a. Some Town interviewees expressed that there is limited comfort in fully utilizing the MUNIS financial 
system and that they feel they could be using the system more “fully” 

 

Recommendation – Hold mandatory MUNIS training (Low Risk) 

a. Tyler Technologies (the MUNIS vendor) should be utilized for mandatory on-site training for all 
Town staff 

b. Additionally, employees should be informed of (and demonstrated) the available training tools and 
resources from Tyler Technologies including Tyler University and the Tyler/MUNIS Knowledgebase 
(two (2) free online educational tools) 

 
13. Finding – Communication 

a. Many employees felt they need increased communication/direction from IT as it pertains to system 
upgrades, downtimes, projects, etc. in Darien 
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Recommendation – Increase technology communications (Low Risk) 

a. Darien should consider either email blasts and/or the use of a Darien intranet to communicate 
upcoming IT events including upgrades, anticipated outages, new systems, etc. 

 

14. Finding – Meeting Room technology  

a. Interviewees commented that Darien is in need of a meeting space with adequate technology for 
presenting and sharing electronic information 

i. This includes multiple screens throughout the room so that board/committee members and 
attendees can all view information 

Recommendation – Upgrade technology set up in Town meeting room (Low Risk) 

a. The Town and IT Department should work to configure a suitable Town meeting room from an IT 
equipment/technology tool perspective including multiple screens, projector-capability, etc. 

 
15. Finding – Virtual Town Hall 

a. After meeting with Town leadership and employees, the long-term goal for the Town would be to 
offer a “virtual Town Hall” capability online for Darien residents and citizens 

b. Components of this type of offering would include: online payments for all services, “one-stop-shop” 
website, permit processing, etc. 

c.  In theory, a true “virtual Town Hall” would mean the Town services can be accessible to residents 
during “off-hours” and the number of times people would have to physically go to Town Hall for 
services or information would be greatly decreased 

Recommendation – Add virtual Town Hall initiatives to Darien technology plan (Low Risk) 

a. The goal to grow Darien’s “virtual Town Hall” presence should be an initiative that is added to the 
Town’s strategic technology plan 

b. This should be discussed, planned, and implemented by the tech steering committee 

1.



IV. Town of Darien – Technology Assessment – Implementation/Action Plan 

  
 PG. 16 

Implementation/Action Plan 

blumshapiro identified a number of findings and recommendations as part of our IT Assessment project at Darien. 

In the diagram below, a long-term implementation plan is depicted across four phases. Please note that the Town 

may choose to re-order and/or overlap the implementation phases and tasks as they see fit/funds allow. 

 

High Priority

Moderate Priority

Low Priority

Item Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

Phase 1 Action Plan Activities - Address Immediate Risks and Town Technical Needs

1 Update and enhance the IT Support Agreement with the School District

2 Consider additional support/hires for IT support of Public Safety; hire if needed

3 Establish a remote workforce program

4 Implement MS Teams

5 Implement MS Yammer

6 Establish and document a Mobile Device Management plan

7 Implement a Security Program incorporating the Town

8 Implement secure VPN for remote access

Phase 2 Action Plan Activities - Standardizing Procedures and Protocols

1 Standardize PCI systems, vendors, and protocols Town-wide

2 Create a Darien IT Steering Committee and strategic plan

3 Implement ongoing user training program

4 Standardize and formalize IT replacement schedule for Town equipment

5 Formalize how Technology information will be communicated throughout Town

Phase 3 Action Plan Activities - Assess Technical Challenges

1 Provide training on current phone system

2 Formalize how Technology information will be communicated throughout Town

3 Upgrade Technology (as needed) in Town meeting room

Phase 4 Action Plan Activities - Virtual Town Hall Initiative

1 Develop a long term (3-5) year plan to transition Town activities/services to online

2 Identify and document Town/resident demands

3 Begin small, achievable projects to virtualize the Town one process at a time

Year 4+

Action Plan Description

Year 0-1 Year 1-2 Year 3-4Year 2-3

1.
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Project Overview 

A. Background 
 

The Town of Darien engaged blumshapiro to provide advisory services for an assessment of the IT 

infrastructure, operations, systems and IT personnel.  As part of this effort, blumshapiro performed a review 

of the existing IT operations and associated software, an evaluation of current IT positions, an assessment 

of security protocols, a review of IT roles/responsibilities and an evaluation of business practices, policies 

and protocols. . As part of this project, our goals were to: 

1. Review current operations of key functional areas. 

2. Assess technology infrastructure. 

3. Evaluate core software applications. 

4. Document and confirm current state. 

5. Confirm roles and responsibilities of IT resources. 

6. Develop findings and gap assessment. 

7. Develop recommendations and technology assessment report. 

8. Develop detailed action plan. 

9. Management review and approval. 

B. Project Approach & Methodology 
 

blumshapiro implemented a project approach comprised of nine (9) tasks.  This approach helped to ensure 
that all aspects of the engagement were met.  Outlined on the following page is a diagram that provides an 
overview of the tasks completed as part of this project. 
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Interviews were conducted with key stakeholders, (including Department Heads, Senior Management, IT 
personnel, etc.) to gain specific information and perspectives on relevant issues and concerns of the current 
systems.  These sessions helped to validate the goals, objectives, policies, procedures within Town of 
Darien’s operations.   
 
Individuals participating in the interviews and focus group sessions are listed in the appendix of this 
document. Over 35 Darien employees were interviewed as part of this project. 
 
Working with the information collected throughout the interviews, and group discussions, blumshapiro 
compiled and categorized the various business technology concerns of each department/operational unit 
within the Town.  With this information, we then identified and focused on those technology opportunities 
that best served the short and long-term needs of the Town.  
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The preceding information was then analyzed, prioritized and evaluated against best business practices, 
future needs, and appropriate technologies. This analysis provided the basis for developing the findings and 
recommendations and ultimately defining the strategic roadmap. The process was participative and 
consultative. The entire project and review process were iterative in nature and overseen and guided by the 
Town Administrator. 

 

Lastly, a phishing simulation was performed and phishing emails sent to Town employees.  The results of 
the phishing simulation tests identified that only 1 person out of 97 people “clicked” on the phishing email(s).  
This represents only 1% of the employees reacted to the phishing email.  The current standard for the 
phishing simulations within the government industry is 4.4%.  This reflects favorably for the Town of Darien.  
See the appendix section for additional information. 

 
 

C. Acknowledgements 
 

blumshapiro would like to thank the Darien staff for their participation, support, on-going dialogue, and 

feedback during this project. 
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Department Overview 

Below is a description of the Darien IT Department: 
 

1. The Darien IT function is managed by the Darien School District Information Technology Services via a 
technology support agreement for services 

a. Under the July 1, 2020 through June 30, 2021 agreement, the document states, “the Town of Darien 
contracts with the Darien Board of Education to manage and maintain the Town’s (including the 
Police Department’s) computer systems, servers, local area networks, operating and application 
software, all associated technology systems and peripherals, and the Town’s telephone system.”  

 

2. From an IT personnel perspective, the Darien Public Schools select, employ, direct and supervise staff hired 
solely for the purpose of managing and maintaining the Town’s technology system(s) 

a. Staffing arrangements are identified as follows: 

Position Salary % 
Allocation 

to Town 

$ Amount to 
Town 

Technical Engineer $99,330 100% $99,330.00 

Webmaster/Engineer $121,443 25% $30,360.75 

Time of 2 District Tech 
Engineers 

$81,800 

$94,583 

25% 

10% 

$20,450.00 

  $9,458.30 

Time of Director of Technology $167,004 15% $25,050.60 

Cost of Benefits (only for the 
Technical Engineer) 

 33% $32,278.90 

 

3. The total cost of the IT function paid by the Town to the Board of Education is $216,928.60 (for July 1, 2020 
through 2021)  
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Findings and Recommendations 

blumshapiro identified the following findings and recommendations pertaining to the IT Function in Darien. A risk 

rating was also provided for each recommendation to help prioritize this effort.  There are four (4) risk ratings 

identified, including Critical, High, Medium, Low.   

   Critical 

 

Observation presents an immediate operational impact which could impact the 

availability of systems and services. May also include a security risk, either technical 

or procedural, which can easily be exploited and lead to a system compromise, 

sensitive data breach, or privileged access to a computer system.  

   High Observation presents a significant procedural gap or a high level of complexity which 

is not easily remedied. May also include a security vulnerability that when combined 

with other information will allow access to an important system or process, bypassing 

a security interfaces or procedure. 

   Medium Observation presents a technical weakness or improper procedure which could 

present operational challenges when aggregated with other systems operations.  

 Low / Informational Observation presents a lower level technical or procedural weakness but warrants 

some degree of consideration. 
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The implementation section provides a summary of the priorities to address recommendations. 

1. Finding – IT support agreement 

a. The proposed IT support agreement will not adequately meet the needs of the Town 

b. The agreement is very brief, only three (3) pages, and is missing a significant amount of expected, 
typical IT support agreement language including but not limited to: 

i. Standard service level agreement components: 

• Expected level of service and how service is measured (e.g. number of support 
tickets, estimated response times, hours of availability, remedies/penalties/service 
credits if service levels are not met or maintained, etc.) 

ii. Response time details 

• How long does it typically take for issue to be resolved? 

• What is the estimated wait time? 

• How are tickets or issues escalated if they cannot be fixed in a short amount of time? 
How much time must pass before escalation occurs?  

• How is off-hours support handled? 

iii. Ticket submission 

• What tool is required for service requests?  

• What is the process for submitting a service ticket? 

• How are emergency requests/tickets submitted and processed? 

iv. System prioritization/emergency response planning/ software ranking 

• The agreement should include a plan for any prolonged outages or IT emergencies in 
which IT will be unable to support/address all departments simultaneously.  It should 
be outlined which departments and systems will receive priority (e.g. Public Safety) 

• The plan should include seasonality in its response priorities (e.g. tax collection 
software becomes a higher priority in collection months of July and January) 
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v. IT spending/budget planning 

• What it the plan for IT spending during the period of the agreement? 

• Equipment/replacement schedule 

c. In addition, there was no available job description for the Technical Engineer who is 100% devoted 
to supporting the Town  

 

Recommendation – Enhance the IT support agreement (Critical Risk) 

a. Given the expense/cost of the IT agreement, services should be explicitly stated and the above 
standard service level agreement (SLA) components should all be included  

b. The agreement should be reviewed annually with any necessary changes or alterations made (based 
on prior year experience) 

c. The Technical Engineer, along with all IT resources, should have a documented job description 
outlining duties, required skills and credentials, reporting lines, expectations, etc. 

 

2. Finding – Public Safety IT 

a. Currently, under the support agreement, the one (1) full-time dedicated “Town” IT resource is also 
charged with supporting the Public Safety departments (Police, Fire) 

i. Public Safety is unique from other municipal departments in that it needs to be fully 
operational 24/7; any outage or technical “downtime” can be devastating (e.g. dispatch 
system outage) 

• Under the current agreement, Public Safety does not have 24/7 technical support  

ii. Fire locations include three (3) firehouses 

b. Public Safety departments in all municipalities are becoming increasingly more technical in nature 
and as such, require a great deal of support 
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i. Current Police Department technologies include 51 body cameras, 20 mobile data terminals 
(MDTs), four (4) mobile phones, 30 workstations, a tablet in the Detective Bureau, 
surveillance systems/cameras, etc. 

c. The Police Department currently utilizes a sworn officer for a significant amount of technical 
support, upgrades, configurations, custom programming, troubleshooting, off-hours assistance, etc. 

i. This Officer has significant IT skill and experience but as a sworn officer, is not able to fully 
serve both an IT and Public Safety role while constantly doing technical support 

d. From a Public Safety software application perspective, all support is provided by the sworn officer; 
the Town IT resource does not support or administer Public Safety software 

e. Public Safety currently operates a number of outdated servers and systems in need of upgrading 
which is both manually intensive and time-consuming 

i. The Department is currently rushing to upgrade servers from the Windows 2008 R2 platform 
which reached end of life January 13, 2015 and end of support January 14, 2020 

ii. The CAD system has also been noted as in need of an upgrade soon 

iii. The building management system runs on Windows 97 machine (support end in 2014) 

iv. A few workstations still run Windows 7 (end of life January 14, 2020) 

• Any outdated server or workstation that has internet access poses a security risk to 
Darien 

 

Recommendation – Consider additional IT support for Public Safety (Critical Risk) 

a. If the current Officer who performs a great deal of technical support within the Police Department 
Engineer were to leave the Town, Darien would be at an immediate risk from a technical, and 
particularly, software support perspective; the dedicated Town IT resource would not be able to fully 
meet both the needs of the Public Safety Departments and the rest of the Town without assistance 
from this person 

b. The Town may consider hiring an IT resource (full-time) specifically for Public Safety and/or 
outsourcing some of the IT Support function (particularly off-hours) to a third-party IT 
vendor/managed services provider to better assist with the following: 
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i. Ability to improve/increase backup procedures (daily offsite is recommended) 

ii. Ability to support the ever-growing number of devices 

iii. Ability to plan for, and implement server and system upgrades in advance of “end of 
life/support dates” 

iv. Ensuring all staff are CJIS compliant 

v. Vendor management, Public Safety purchasing and RFPs 

c. The funding for the position could be cost-shared among all Public Safety Departments (Police and 
Fire budgets) 

i. A shared Public Safety IT resource among these departments will also help to unify the 
systems and tools used, technical procedures followed, and IT security protocols adhered to 
by staff in Police and the Fire Marshal 
 

3. Finding – Mobile device management  

a. The Town does not have a mobile device management policy or strategy in place at this time 

i. Mobile phones are becoming an increasing risk for municipalities from a data privacy and 
security perspective 

ii. Based on our interviews with staff, there are a significant number of Town employees using 
Town-issued and/or their personal smartphones for Town business 

iii. Employees are not required to sign any mobile device agreement (whether using a personal 
phone or Town-phone) 

b. Smartphones are currently issued by Town Administration, not the IT Department, which is atypical 
for municipalities 

i. The IT Department (including the Director) do not have any oversight into mobile device 
management for the Town  

c. After meeting with several Town employees, it was confirmed that sensitive data (e.g. content within 
Town emails) that is stored on their cell phone 
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d. Lastly, there is no mobile device management (MDM) software in place 

i. MDM software allows an Administrator to locate, monitor, and remotely wipe mobile devices 
centrally if any device is lost or stolen 

ii. Data can be compartmentalized into a “container” so that only pertinent Town-data is wiped 
or cleared while personal data (photos, contacts, etc.) may remain in tact 

iii. It was noted by the IT Director that a strong MDM tool, JAMF, is used to manage mobile 
devices for District 

 

Recommendation – Establish a mobile device management program (High Risk) 

a. All mobile devices should be issued, distributed, tracked, and managed by the IT Department  

i. Approval for the issuance of mobile devices can continue to come from Town 
Administration/Department Heads 

ii. HR onboarding forms should include notation for any devices provided to staff so that IT 
can collect upon termination/exit from Town employment 

iii. MDM software should be in place for all Town-owned phones 

b. Mobile device policies need to be created and documented for both Town-owned and personally-
owned cell phones/tablets 

i. Both policies need to include the requirement for a PIN code and/or biometric (face 
recognition, fingerprint) screen-lock which will automatically encrypt the device 

ii. Policies also need to include the provision that staff immediately notify the IT Department if the 
device is misplaced, lost or stolen 

iii. Mobile policies should incorporate an agreement/acknowledgement form that is signed by the 
employee prior to allowing usage of personal phone for work or use of Town phone 

• HR should maintain a copy of the signed mobile policies from staff 
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4. Finding – Security Risk and Concerns 

a. While Darien staff are aware of security risks, concerns, and best practices, there is no overarching 
security program in place  

i. The Board of Education IT staff are charged with maintaining a safe network for the Town of 
Darien but there is no ongoing, proactive approach to security training with Town employees 

ii. Our interviews revealed several cybersecurity incidents (email breaches, etc.) that have 
occurred in Town 

iii. Additionally, the Town staff have access to (and store) a number of files that are sensitive in 
nature and need to be secured (e.g. case management information, etc.) 

• It was noted that some of these files are not stored in secure means (e.g. 
unencrypted/unprotected access databases) and are even shared via regular, 
unencrypted email.  With email being accessible on Town employee phones, this 
becomes an even greater risk to security and privacy 

• Within the Human Services access database alone, 290 social security numbers were 
identified.  This is likely not the only department/instance of sensitive data being 
accessible and stored in an insecure means in Town  

b. Per interview with the IT Director, they would like to implement phishing simulations for 
cybersecurity awareness training with staff in addition to regularly scheduled internal and external 
network scans, and internal penetration tests (these have been completed in the past) 

c. Each application is not necessarily configured with all security features and controls enabled 

i. For example, the Town currently utilizes Office365 but neither multi-factor authentication 
(MFA) or Advanced Threat Protection, ATP, (advanced email scanning) are enabled 

ii. Because Town IT does not have a strong understanding of each department’s individual 
applications, some application security settings may be overlooked or missed 

• Departments are generally “on their own” when it comes to running their own 
applications and tools 
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Recommendation – Implement an ongoing security program that incorporates the Town (High Risk) 

a. From a security perspective, it is imperative that the Town is included in all security measures 
currently in place for the School District including: 

i. Monitoring the network for security issues 

ii. Investigating and responding to security breaches/cyber incidents 

iii. Installing security measures to protect IT infrastructure (firewalls, data encryption, etc.) 

iv. Documenting security breaches and causes 

v. Performing security tests to uncover vulnerabilities (and fixing/addressing said vulnerabilities) 

vi. Patch management 

vii. Performing penetration tests and network scans 

viii. Developing Town-wide IT security best practices 

ix. Staying up-to-date on security trends and standards (and notifying staff) 

b. Security needs to be constantly “front of mind” for all employees as well as the IT support 

i. Staff security training should occur no less than annually.  Regular newsletters or emails 
should be sent to employees as “cybersecurity reminders” and phishing simulations should 
occur no less than quarterly 

ii. Staff should receive privacy/confidentiality training to understand the types of data they 
manage and how to protect and secure it (including access via mobile phone) 

c. Each application needs to be re-configured with optimal security controls/settings utilized 

i. IT should be empowered to make application security setting determinations Town-wide 
and/or provide clear direction/advisement for the departments when they configure their own 
systems  

• Both MFA and ATP should be immediately implemented as part of Office365 

• For all other applications, IT should meet with each department and review capabilities 
and security settings 
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5. Finding –Payment Card Industry (PCI) 

a. There are several Darien departments who take credit cards for payments at this time 

i. In general, each department will select and utilize a payment processor/merchant processor 
that is recommended to them based upon their departmental software and compatibility 

ii. As a result, Darien now has several different payment processors in use, including: 

• BluePay – Public Works Dump permit payments 

• Point & Pay – Sewer payments 

• Global Payments – Parking permit renewals, waitlist and pay stations 

• Pay2Park – Parking payments via Pay2Park app 

• ParkingTicketPayment.com – Parking ticket payments 

• Webster Bank online – Tax payments 

• ActiveNet – Parks and Recreation registrations, building rentals, beach stickers 

• Square (mobile app) – Parks and Recreation, backup tool used for beach payments 

iii. Each processor has its own fee/service charge associated with it 

• Fees vary from approximately 3% of total transaction amount to 26%  

b. Additionally, not all payment processors directly integrate with MUNIS, the Town’s financial 
management system 

c. Several of the departments that do not currently take credit cards expressed an interest in doing so 
(e.g. for online donations) but they do not know how to go about finding and selecting the “right” 
processor 

d. There is no single PCI policy for the Town.  It is best practice for municipalities to document a PCI 
policy for the entire Town that includes how cards are received, how payments are handled, if/how 
any payment data is stored, proper security protocols, etc. 
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Recommendation – Standardize PCI systems and protocols Town-wide (High Risk) 

a. Darien should work to limit the number of payment/merchant processors in place Town-wide 

i. All vendors should be suitably vetted 

b. PCI processing procedures should be documented, including: 

i. How payments are processed  

ii. How payment cards can be received (e.g. phone, internet, in person) 

iii. How (if any) payment card data is to be stored/protected (e.g. system encryption) 

iv. Breach/leak of payment card information procedures 

c. Darien should ensure PCI compliance by validating completion of the appropriate SAQ and 
performance of quarterly network scans 
 

6. Finding – Strategic Plan and IT Governance  

a. The Town lacks a long-term strategic technology plan (3-5 years) that encompasses Town initiatives, 
plans for software/hardware/infrastructure upgrades and changes, technology usage throughout the 
Darien and other targeted projects and goals and associated budget and staff resources needed to 
achieve those goals 

i. Without a long-term plan and vision, IT is focused solely on day to day support and 
maintenance  

ii. In addition, there can be a lack of clarity regarding project priorities as well as project timelines 
(e.g. Which project to do first? Which goal/outcome is the most critical to complete first? When 
does this initiative need to be completed?) 

• It was noted that the School District does have a three (3)-year tech plan in place 

• When projects in Town do begin, there is no IT project management oversight or 
function to guide the work/plan 

b. From a technology perspective, departments operate in a very independent, “siloed” manner; there is 
little integration between and among departments when they seek new technologies, implement new 
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systems, identify a technical need, etc.  The IT Department does not have over-arching governance 
and does not set direction for all departments  

i. Currently, each department puts together their own technology needs and costs as part of their 
own budget 

• The IT Director does not meet with each department and is not involved in their 
budget decisions or estimates as it relates to technology 

ii. Under current operations, the IT Department does not have to be consulted prior to 
departments making technology purchases 

iii. The IT Department is not heavily involved in software applications and associated upgrades at 
each department 

• An additional concern associated with not having IT direct and lead software initiatives 
is that departments who use the same systems (e.g. permitting system) are not all 
“forced” to utilize the program; each department choses to what extent (if at all) they 
will be using the shared software; this leads to increased inefficiencies, duplications of 
effort, and wasted data input/time 

• A second example of inadequate software use/implementation due to a lack of IT 
governance/direction is instances of departments being “left out” of 
applications/technical processes they may need access to.  The Health Department 
currently needs to be included in the approval workflow for (some) permits, but this is 
not enforced by any central “leadership body/IT” and as a result, Health is often “left 
out” which causes significant permitting/business risk in Town (E.g. a salon operating 
in Town without health inspection) 

c. Based on our interviews, policies that incorporate technology generally originate out of Finance 

i. Departments do not have set guidance, protocols, or processes to follow as it pertains to 
technology (purchasing, utilization, coordination with other departments, etc.) 

ii. In a typical municipality, these policies would be drafted by the technology team and 
managed/implemented by HR 
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6. Recommendation – Create a Darien IT Steering and Governance Committee (Medium Risk) 

a. The Town should create a technology steering and governance committee that can be used to 
develop, promote, and pursue the completion of a three to five (3-5) year IT strategic plan 

i. The plan should include upcoming technology purchases and investments, equipment 
replacements, changes or upgrades to software and systems, integrations between systems 
(e.g. payment processors and MUNIS, PaytoPark and Complus, any other areas where 
duplicate data entry is occurring), training, large and small-scale IT projects/initiatives, and 
network/infrastructure changes 

ii. This plan should be comprised of projects and programs (with concrete tasks and project 
owners) that can be led, organized, and managed by the steering committee 

• For example, the joint implementation (and enforced usage) of ViewPoint by all Land 
Use Departments  

iii. The committee will be imperative in ensuring that IT purchases (including departmental 
hardware and software) align with the strategic direction of the Town; no technology purchase 
should be made without IT approval 

b. In addition to the IT Director and IT staff, the Darien Steering Committee should include 
representatives from Town finance and other departments that are seen as “heavy” technology users 
(e.g. Public Safety)  

i. Additionally, with more communication and “buy-in” among members of the Committee, it will 
be easier for the Town to prioritize and organization all IT needs and projects 

c. IT should meet with each department annually during budget season to make an appropriate 
assessment and determination of needs and anticipated spending for each functional area 

i. This will also allow IT to seek opportunities for joint-purchases or system usages between and 
among Town departments  

d. The Steering Committee should establish a process for reviewing, approving, tracking/monitoring all 
IT initiatives 

i. Create an IT Governance charter document to include: 
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• A standardized process for approving and prioritizing potential projects within the IT Project 
Portfolio 

• Criteria for projects that must be brought to the attention of the Steering Committee 

• The Steering Committee should make a determination of suitability of a project based on 
strategic alignment, feasibility, and resource investment 

• Consider creating project charters for all major projects  

a. A project charter will help to formally establish: 

o  The project scope and goals 

o Who is responsible and accountable for overseeing the project 

o Establishes basic governance and guidance for the duration of the 
work/project 

o Confirms project risks and potential exposures 

o Overall cost of the project 

• Criteria for projects that must be brought to the attention of the Steering Committee are: 

a. Projects considered to have significant enterprise impact 

i. Impact on multiple departments 

ii. Change in workflow or procedures impacting users 

b. Projects that require purchase of and/or sign-up for Cloud services 

c. Projects over $20,000 in costs 

d. Projects that support newly mandated policies and processes 

e. The diagram below provides a sample process for the Steering Committee: 
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f. Under the leadership/guidance of IT, appropriate technical policies need to be developed for the 
Municipality and then enforced/managed by HR, including by not limited to: 

i. Mobile Device management 
ii. Social Media 
iii. Acceptable Use 
iv. Internet Use 
v. Privacy/Security (including Breach Reporting and Response) 
vi. Remote Access 
vii. Data retention and destruction/eDiscovery 
viii. IT Support/Help Desk Protocols (ticket submissions) 
ix. Vendor management (RFP process, software selections, etc.)  

Responsibilities

•Establish policies and standards for 
projects

•Assess and select projects

•Project oversight and monitoring

•Prioritize projects

•Resolve budgetary items

•Make decisions regarding scope 
changes

•Mgt Support, direction, advice to 
IT

•Ensure projects are consistent with 
business needs/strategic plan

Decision Criteria

•Overall impact to Municipality 
and/or department operations

•Feasibility of implementation

•Short and long-term budgetary 
impact

•Infrastructure requirements

•Impact to current data systems

•Impact to customers

•Staffing / resource requirements

•Quality of service improvement

•Ability to integrate with current 
technology foundation

•Relation to Strategic Technology 
Plan

End Results

•Recommend project for 
approval

•Cancel project

•Project on-hold/deferred
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7. Finding – Training  

a. Based on staff interviews, there is a great need (and desire by staff) for increased IT training 

i. A significant amount of training comments were on very basic IT/application areas (e.g. using 
outlook, working with the Town website/departmental webpages, excel, word) 

b. Training has been offered in the past to Town staff but it may have been too advanced for many 
employees  

c. Staff also commented that they don’t know which online (free) training tools they should seek if they 
wish to do independent training on their own 

d. Particularly from a security training perspective, improper, or a lack of training, can result in 
network/data compromises for Darien 
 

Recommendation – Implement a regular, ongoing training program (Medium Risk) 

a. The Town should offer regularly scheduled IT training workshops for staff in addition to 
offering/leading staff to online training tools (e.g. webinars, LinkedIn Learning) 

i. For the staff who need it most, and/or for the systems/tools most heavily used Town-wide, 
training should be mandatory 

• HR should track attendance 

ii. The Town should solicit staff for the training topics/systems for which additional training is 
wanted/needed 

b. IT Security training should occur no less than annually and be mandatory for all Town employees 

c. Webpage training should occur on an annual basis to ensure each department’s site is formatted in 
a similar, easy-to-use format for residents/citizens 

i. The website could also be brought “in-house” with full management/configuration by the IT 
Department (this may be a more “long-term” goal) 

  

1.



III. Town of Darien – Technology Assessment – Findings & Recommendations 
 

 Technology Assessment - Final Report  PG. 22 

8. Finding – Remote access 

a. The current means of remote access for staff is inadequate (especially under the new COVID 
restrictions 

i. Staff are generally using TeamViewer (remote control session tool) when they need to 
access their data/systems while out of office (as of March 2020) 

• TeamViewer is generally only used for short, limited duration access to a particular 
workstation (e.g. for quick IT remote control support sessions) 

• TeamViewer also requires a user’s workstation within Town Hall to be on in order to it 
to function/connect 

• This software does not provide for a centralized management console to oversee and 
manage remote connections 

• TeamViewer does not integrate with active directory services to provide enhanced 
security services 

b. Currently, only a limited number of employees are using remote access 

c. Given today’s technical environment and growing workplace flexibility, a suitable remote access tool 
should be in place for necessary town employees 

 

Recommendation – Implement secure VPN for remote access (Medium Risk) 

a. Darien should have a secure tool for virtual private network (VPN) access to the network for 
select/approved employees (NOTE: Since the onset of COVID, Darien has implemented a VPN) 

i. This will ensure the Town can remain functional and operational during events or weather 
closings 

b. The VPN should be configured with required username and password authentication; multi-factor 
authentication would be preferable 

c. Approval for remote access should come from both employee Department Heads and IT 

d. A Remote Access Policy should be constructed, signed by employees, and enforced 
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9. Finding – IT replacement schedule  

a. Based upon our interviews, there is no formal and/or planned IT equipment replacement schedule  

i. According to IT, a replacement schedule exists, in which every three to four (3-4) years, the 
oldest Town workstations and IT equipment are replaced using the Town’s technology 
budget 

• Many Town employees stated that they thought they were using equipment that was 
slow, and/or not optimal for their daily work 

b. As part of this assessment, blumshapiro reviewed a number of workstations Town-wide and 
observed various operating systems (e.g. some with Windows 7, some with Windows 10, etc.) as 
well as different versions of software applications (e.g. some on Office 365, some with older 
versions of Office) 

i. PCs are not currently configured in a standard/uniform manner 

 

Recommendation – Document a formal (and equitable) IT replacement schedule (Medium Risk) 

a. Darien is in need of a clear IT equipment replacement schedule/life cycle in which every three to five 
(3-5) years, departments are provided with new machines 

i. It is understood that some equipment reusage practices may occur and is a cost-effective 
method of utilizing/maximizing equipment before end of life but this should only occur 
during the equipment life cycle (prior to the 3 or 5-year timeline) 

• E.g. if a PC becomes unusable within 2 years of use, or if IT needs to repair a 
machine and a department needs a temporary workstation 

b. Additionally, Darien IT should work to align all workstation operating systems, standard tools (e.g. 
version of Office), and basic workstation configurations/standards Town-wide 
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10. Finding – Remote Workforce Preparedness – Best Practices 

a. With the impact of COVID19, establishing a remote workforce program has become essential 

i. Initially, due to COVID 19, some municipal employees worked from home 

ii. Since COVID-19, Darien has implemented a formal “Work from Home Agreement” for remote 
employees that includes work conditions and terms of remote working/employee expectations, 
communication/performance expectations, and documentation of Town vs. Employee-provided 
equipment.  Agreements are signed by both the employee and their supervisor 

b. Most municipalities, including Darien, do not have a formal program in place to handle transitioning 
municipal employees to a remote workforce model 

 

Recommendation – Establish a formal Remote Workforce Program (Medium Risk) 

a. Darien, as well as municipalities nationwide, should develop a comprehensive program for remote 
workforce capabilities for Town employees  

b. The remote workforce program needs to document and include the following considerations: 

i. Which Town employees will be working remotely and under what circumstances is remote 
work or telework appropriate and/or required? 

• Is approval necessary for an employee to opt to work remotely? 

ii. How will the role of the existing IT employees shift during remote workforce times in order to 
successfully share support responsibilities, security duties, etc.? 

• Will help desk or the means of contacting IT change? 

• Which IT employees are considered essential? (updates to job descriptions may be 
needed) 

iii. By what means will employees access the network and/or their workstations? (VPN, etc.) 

iv. Employee training (cybersecurity, VPN/network access, productivity challenges, etc.) 

v. Which devices are approved for remote work? (Town-owned laptops, personal devices, etc.) 
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vi. What tools will be used for employee communications/team meetings/board meetings, etc.? 
(e.g. Skype, MS Teams, Zoom, etc.) 

• Who will be in charge of managing and supporting this? 

• How frequently will various Town employees/departments be communicating? (e.g. 
mandatory weekly leadership meetings) 

vii. What Town services can be offered online or in the “virtual Town Hall” type environment?  
What Town services will need to be suspended until the Town Hall is physically accessible? 
(permitting, recreation programs, beach passes, Tax, Transfer station, Town Clerk, etc.) 

c. Once completed, the plan needs to be socialized and shared Town-wide; it is likely that once the 
plan is put into action, additional edits and adjustments will be necessary 

d. Since the Town has implemented Office 365, consider purchasing and deploying the communication 
and collaboration solutions.  This includes: 

i. Implementing Microsoft Teams.  Benefits include: 

• Instant communication/messages between staff 

• Easy ad-hoc video conferences 

• Ability to share all file types and size both internally and externally 

• Repository for training materials, templates and other collaborative tools 

• Internal document management 
o Version control 
o Multiple authors/edits 

ii. Implementing the Yammer solution.  Benefits include: 

• Enterprise social network across departments and locations including: 

o Safe and private environment 
o Shared conversations 
o Document collaboration 
o Flexible, collaborative workspace 

• Encourage interaction between internal staff to drive business projects/ideas 

o Through the use of Yammer Group 
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11. Finding – Phones 

a. Several employees expressed frustration with the current Town phone system 

b. Issues with the phones included lost voicemails, inability to access voicemail from workstation/PC, 
inability to conference call/forward calls, inability to answer alternative/multiple phone lines within a 
department from a single phone 

c. For some departments, e.g. Registrar of Voters, a high-functioning phone system is critical during 
busy seasons/weeks and their ability to utilize all phone features easily is essential 
 

Recommendation – Ensure all Staff are properly trained on the phone system (Low Risk) 

a. The IT Department should assist all Town Departments with training on the phone system so that all 
functions and features can be fully utilized  

i. If needed, Darien may consider making phone training mandatory for staff 
 

12. Finding – MUNIS Training 

a. Some Town interviewees expressed that there is limited comfort in fully utilizing the MUNIS financial 
system and that they feel they could be using the system more “fully” 

i. HR system functions in MUNIS could be expanded 

ii. MUNIS cashiering is currently being considered 

iii. Integrations between MUNIS and other Town software should be explored to eliminate 
duplicate data entry in Town  

 

Recommendation – Hold mandatory MUNIS training (Low Risk) 

a. Tyler Technologies (the MUNIS vendor) should be utilized for mandatory on-site training for all 
Town staff 

i. Staff should be solicited for input regarding which modules/tools they need increased training 
on in MUNIS prior to the onsite training  

1.
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b. Additionally, employees should be informed of (and demonstrated) the available training tools and 
resources from Tyler Technologies including Tyler University and the Tyler/MUNIS Knowledgebase 
(two (2) free online educational tools) 

 

13. Finding – Communication 

a. Many employees felt they need increased communication/direction from IT as it pertains to system 
upgrades, downtimes, projects, etc. in Darien 

i. Instances where upgrades have occurred without departments knowing has caused 
frustration among employees  

 

Recommendation – Increase technology communications (Low Risk) 

a. Darien should consider either email blasts and/or the use of a Darien intranet to communicate 
upcoming IT events including upgrades, anticipated outages, new systems, etc. 

i. For each system upgrade, employees should be informed of what changes/impacts to 
expect 

ii. Any training needs (e.g. how to use a newer version of Office) should be provided as well 

 

14. Finding – Meeting Room technology  

a. Interviewees commented that Darien is in need of a meeting space with adequate technology for 
presenting and sharing electronic information 

i. This includes multiple screens throughout the room so that board/committee members and 
attendees can all view information 
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Recommendation – Upgrade technology set up in Town meeting room (Low Risk) 

a. The Town and IT Department should work to configure a suitable Town meeting room from an IT 
equipment/technology tool perspective including multiple screens, projector-capability, etc. 

 

15. Finding – Virtual Town Hall 

a. After meeting with Town leadership and employees, the long-term goal for the Town would be to 
offer a “virtual Town Hall” capability online for Darien residents and citizens 

b. Components of this type of offering would include: 

i. Online payments for services (a single town transaction, or single “shopping cart” that 
crosses multiple departments, e.g., paying tax bill and sewer in one) 

ii. A “one-stop-shop” website that provides access to all town functions and common questions 

iii. Ability to initiate processes online and track progress (e.g. permit applications)  

iv. Ability to view town metrics (live budget data, public safety stats, etc.) in real time online 

c. In theory, a true “virtual Town Hall” would mean the Town services can be accessible to residents 
during “off-hours” and the number of times people would have to physically go to Town Hall for 
services or information would be greatly decreased 

 

Recommendation – Add virtual Town Hall initiatives to Darien technology plan (Low Risk) 

a. The goal to grow Darien’s “virtual Town Hall” presence should be an initiative that is added to the 
Town’s strategic technology plan 

b. This should be discussed, planned, and implemented by the tech steering committee 

i. The plan should be long-term (e.g. 3-5 years) with small achievable goals occurring over time 
as technology advances and electronic demands increase from residents 
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Software Evaluation 

As part of this project, blumshapiro reviewed the software applications for strengths/weaknesses and effectiveness. 

The table on the following pages identifies the primary/most heavily used applications throughout the Town and 

any associated recommendations for enhancements or improvements.  
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Town of Darien Software Application Evaluation (as of March 2020) 

Software Department(s) Usage Effectiveness Installation 
Recommended 
Improvements/Enhancements 

MUNIS 
Finance, all 
departments 

Financial 
management 
(incld. Payroll, 
HR) 

Slightly 
ineffective on-premise 

Product could be used to a fuller capacity;  
Staff not adequately trained to independently 
run reports (e.g. budget status);reliance on 
Finance is heavy. Several components not 
fully utilized (e.g. HR features) 

Office365 All departments 
Productivity 
suite, email Effective web-based 

Implement MFA and Advanced Threat 
Protection for enhanced security 

Walsh Assessor, Collector Tax collection  Effective on-premise N/A 

Tyler AIS Assessor 
Appraisal 
system Effective on-premise N/A 

Esri 

Assessor, Collector, 
Public Safety, Land 
Use depts. GIS Effective web-based 

Product could be used to a fuller capacity.  
Departments are not fully maximizing all GIS 
has to offer.  Consider establishing GIS user 
group 

CityView 

Building, Planning and 
Zoning, Assessor, 
Building, Health, Fire 
Marshal, Public Works 
(all land use depts.) Permitting Ineffective web-based 

This software has "run its course;" no tablet 
component - being replaced by ViewPoint 
(estimated 2021 install) 

Access 
Database 
(home-
grown) Public Works 

Board approval 
tracking 
system/log Effective on-premise N/A 

COTT Town Clerk Records Effective web-based 

Additional departments need access 
(Assessor, Public Works, Planning and 
Zoning, Collector) 

Access 
Database 
(homegrown) Town Clerk 

Dog Permitting 
database Effective on-premise N/A 
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Town of Darien Software Application Evaluation (as of March 2020) 

Software Department(s) Usage Effectiveness Installation 
Recommended 
Improvements/Enhancements 

ActiveNet 
Parks and 
Recreation 

Recreation, online 
program reservation 
and signup/payment 
program Effective Web-based 

System may have functionality that could 
be extended to other departments 

Jitbit IT, all departments IT ticketing system 
Slightly 
ineffective web-based 

An estimated 80% of IT service instances 
are logged in the system.  Needs to be 
fully utilized to capture true picture of IT 
support 

Access 
Database 
(home-
grown) Human Services Case management Effective on-premise 

Security concerns with database; 
SSNs/sensitive data stored unencrypted 
within it 

Firehouse Fire Department 

Inspections, 
scheduling, fire 
house management, 
incident reporting 

Slightly 
ineffective on-premise 

System doesn't allow for "field-based" 
reporting; Moving to a new system, 
Emergency Reporting, in 2020 

Access 
Database 
(home-
grown) Public Works 

Darien-registered 
vehicles/license 
plate database Effective on-premise 

May be an opportunity to combine this 
database with Parks and Recreation for 
beach sticker management (tracking of 
vehicle registrations) 

AMCS 
(formerly PC 
Scale) Public Works 

Commercial permit 
sales (tracking and 
billing) Effective on-premise N/A 

Q Alerts All departments 
Citizen service 
request system Effective web-based N/A 

Novatime Hourly employees Timekeeping  
Slightly 
ineffective web-based 

Software will be replaced Executime 
(likely 2021 install) 

OpenGov All departments 
Budgeting; Public 
sector reporting site Effective web-based 

 
Additional staff training is needed to more 
fully utilize all OpenGov capabilities 
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Town of Darien Software Application Evaluation (as of March 2020) 

Software Department(s) Usage Effectiveness Installation 
Recommended 
Improvements/Enhancements 

TeamViewer All departments 
Remote control 
software  Slightly ineffective web-based 

Not sufficient for full remote 
access Town-wide; secure VPN 
is suggested 

CVRS 

Registrar of 
Voters, Town 
Clerk 

Dept. of Homeland 
Security CT voter 
database Effective off-premise 

Unsure what server (and who 
"owns" the server) this resides 
on 

Election  
Management  
System (EMS) Registrar of Voters 

State election 
system Effective off-premise N/A 

MySeniorCenter.com Senior Center 

Daily program 
attendance, sign-up 
system Effective web-based 

System has additional 
capabilities (e.g. key fob 
building sign-in, social services 
notes, etc.) that can be 
additionally used.  Dept. plans 
to expand use 

CAD RMS Mobile Police Department Dispatch software Slightly ineffective on-premise 

Moving/upgrading to web-
based platform; to maximize the 
functionality, all Public Safety 
Depts. (incl. Fire, EMS) need to 
utilize 

Telestaff Police Department Scheduling system Effective web-based 

Centralize common practices 
between other agencies related 
to Telestaff. The scheduling 
aspect can be used for any 
other departments to automate 
filling of vacancies 
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Town of Darien Software Application Evaluation (as of March 2020) 

Software Department(s) Usage Effectiveness Installation 
Recommended 
Improvements/Enhancements 

Digital Health Health Department 
Health inspections 
system Effective web-based Vendor-managed system 

Pay to Park 

Police 
Department/Parking 
Authority 

Parking 
permits/licenses 

Slightly 
ineffective web-based 

Pay to Park and Passport are 
not integrated 

Passport (formerly 
Complus) 

Police 
Department/Parking 
Authority 

Parking 
enforcement/ticketing 

Slightly 
ineffective web-based 

Pay to Park and Passport are 
not integrated 

Automated 
Fingerprint 
Identification 
System Police Department 

Leased fingerprinting 
hardware/software Effective on-premise 

Consider integration into RMS 
to eliminate duplicate entry on 
arrest information 

OTC Encore 
Any department that 
manages vehicles Vehicle diagnostic tool 

Slightly 
ineffective on-premise 

The tool does not work on 
heavy duty fleet trucks. A 
different physical unit handles 
them 

Crystal Access 
(ISONAS) Police Department 

Coded door access 
controls 

Slightly 
ineffective on-premise 

Software is coming up to end-
of-life, the Town should 
upgrade 

EdgeFX Police Department   
Slightly 
ineffective on-premise 

Cloud-based software would be 
more effective for the Town. 

MAPGEO Planning & Zoning GIS system 
Slightly 
ineffective on-premise 

Update MAPGEO when new 
version is available 
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Implementation/Action Plan 

blumshapiro identified a number of findings and recommendations as part of our IT Assessment project at Darien. 

In the diagram below, a long-term implementation plan is depicted across four phases. Please note that the Town 

may choose to re-order and/or overlap the implementation phases and tasks as they see fit/funds allow. 

 

 

High Priority

Moderate Priority

Low Priority

Item Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

Phase 1 Action Plan Activities - Address Immediate Risks and Town Technical Needs

1 Update and enhance the IT Support Agreement with the School District

2 Consider additional support/hires for IT support of Public Safety; hire if needed

3 Establish a remote workforce program

4 Implement MS Teams

5 Implement MS Yammer

6 Establish and document a Mobile Device Management plan

7 Implement a Security Program incorporating the Town

8 Implement secure VPN for remote access

Phase 2 Action Plan Activities - Standardizing Procedures and Protocols

1 Standardize PCI systems, vendors, and protocols Town-wide

2 Create a Darien IT Steering Committee and strategic plan

3 Implement ongoing user training program

4 Standardize and formalize IT replacement schedule for Town equipment

5 Formalize how Technology information will be communicated throughout Town

Phase 3 Action Plan Activities - Assess Technical Challenges

1 Provide training on current phone system

2 Formalize how Technology information will be communicated throughout Town

3 Upgrade Technology (as needed) in Town meeting room

Phase 4 Action Plan Activities - Virtual Town Hall Initiative

1 Develop a long term (3-5) year plan to transition Town activities/services to online

2 Identify and document Town/resident demands

3 Begin small, achievable projects to virtualize the Town one process at a time

Year 4+

Action Plan Description

Year 0-1 Year 1-2 Year 3-4Year 2-3
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A. Appendix – Cybersecurity Assessment 

blumshapiro performed a simulated phishing campaign for the Town of Darien (approximately 100 email accounts).  

The campaign began Wednesday, August 5th, 2020 just before 5PM and ran for 24 hours.  The content of the 

“malicious” email was based on COVID-19 including an attached PDF. The sender “appeared” to be the World 

Health Organization (WHO).  Results are identified and summarized below: 

 

 

• Only one (1) Darien employee failed the test. This occurred within the first eight (8) hours of running the campaign.  

• This is an extremely low failure rate. Experts cite the initial “phish-prone” percentage across all industries to be at 27%. 
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B. Appendix - Interview List 

The following staff was directly involved in providing information for the Technology Assessment.  The blumshapiro 

team thanks all who participated for their time, knowledge and efforts.  The individuals that participated included: 

Town Staff  

Jeff Adams, Director of IT Don Anderson, Police Chief Kate Buch, Town Administrator 

Bobby Buch, Fire Marshal Lisa Buxton, Assistant Town Clerk Jenn Charneski, Director of Finance 

Jim Coghlan, Assistant Parks and 

Recreation Director Caryn Diller, Town Clerk Fred Doneit, Senior Planner 

Karen Dunn, Human Resources Laurie Dunn, Director of Admin Ed Gentile, Director of Public Works 

Pam Gery, Parks and Recreation Director 

Jeremy Ginsberg, Director of Planning & 

Zoning Inna Ginzburg, Building Secretary 

Susan Gray, Registrar of Voters Tony Homicki, Assessor David Knauf, Health Director 

Kathy Larkins, Tax Collector Lisa Mason, Office Administrator (Building) 

Eileen McGrath, Assistant Director of 

Finance 

Mili Millan, Deputy Assessor TJ Moore, Police Sergeant Linda O’Leary, Selectmen’s Office 

Darren Oustafine, Assistant Director of 

Public Works Beth Paris, Director of Senior Center Ali Ramsteck, Director of Human Services 

Bob Shreders, Police Captain Alicia Sillars, Director of Youth Commission Pete Solheim, Head Building Official 

Jayme Stevenson, First Selectman Michelle Varrone, Admin (Health and Human 

Services) John Visi, Registrar of Voters 

Michael Vitti , Assistant Building Official Cindy Wilson, Office Administrator (Public 

Works) Anne DiCeglie – Parking Administrator 
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Box – BOS, italics Jt Dept Heads, green shade BOF budget, Red – RTM, yellow highlight BOE vacation, grey shade holidays, blue shade required by charter 
BOS Budget bright blue highlights. 

2021 BOS Calendar Draft 
January 2021 

S  M  T  W  T  F  S 

          1  2 

3  4  5  6  7  8  9 

10  11  12  13  14  15  16 

17  18  19  20  21  22  23 

24  25  26  27  28  29  30 

31             
 

February 2021 
S  M  T  W  T  F  S 

  1  2  3  4  5  6 

7  8  9  10  11  12  13 

14  15  16  17  18  19  20 

21  22  23  24  25  26  27 

28             

             
 

March 2021 
S  M  T  W  T  F  S 

  1  2  3  4  5  6 

7  8  9  10  11  12  13 

14  15  16  17  18  19  20 

21  22  23  24  25  26  27 

28  29  30  31       

             
 

April 2021 
S  M  T  W  T  F  S 

        1  2  3 

4  5  6  7  8  9  10 

11  12  13  14  15  16  17 

18  19  20  21  22  23  24 

25  26  27  28  29  30   

             
 

May 2021 
S  M  T  W  T  F  S 

            1 

2  3  4  5  6  7  8 

9  10  11  12  13  14  15 

16  17  18  19  20  21  22 

23  24  25  26  27  28  29 

30  31           
 

June 2021 
S  M  T  W  T  F  S 

    1  2  3  4  5 

6  7  8  9  10  11  12 

13  14  15  16  17  18  19 

20  21  22  23  24  25  26 

27  28  29  30       

             

July 2021 
S  M  T  W  T  F  S 

        1  2  3 

4  5  6  7  8  9  10 

11  12  13  14  15  16  17 

18  19  20  21  22  23  24 

25  26  27  28  29  30  31 

             
 

August 2021 
S  M  T  W  T  F  S 

1  2  3  4  5  6  7 

8  9  10  11  12  13  14 

15  16  17  18  19  20  21 

22  23  24  25  26  27  28 

29  30  31         

             
 

September 2021 
S  M  T  W  T  F  S 

      1  2  3  4 

5  6  7  8  9  10  11 

12  13  14  15  16  17  18 

19  20  21  22  23  24  25 

26  27  28  29  30     

             
 

October 2021 
S  M  T  W  T  F  S 

          1  2 

3  4  5  6  7  8  9 

10  11  12  13  14  15  16 

17  18  19  20  21  22  23 

24  25  26  27  28  29  30 

31             
 

November 2021 
S  M  T  W  T  F  S 

  1  2  3  4  5  6 

7  8  9  10  11  12  13 

14  15  16  17  18  19  20 

21  22  23  24  25  26  27 

28  29  30         

             
 

December 2021 
S  M  T  W  T  F  S 

      1  2  3  4 

5  6  7  8  9  10  11 

12  13  14  15  16  17  18 

19  20  21  22  23  24  25 

26  27  28  29  30  31   
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2021 BOARD OF SELECTMEN REGULAR MEETING CALENDAR  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

*Joint 

*Department Heads meeting followed by Regular Meeting of Board of Selectmen. 

Other Important Dates:  March 2, budget presented to Board of Finance 

   March 9, BOF Public Hearing on Budget 

   April 6, Board of Finance Vote on Budget 

May 10, RTM Annual Budget Meeting 

   December 6, RTM State of the Town Meeting 

Date Day Time  Work Plan 

January 4 Monday 7:00 PM  

January 19* Tuesday 8:30 AM  

January 25 Monday 7:00 PM Budget Presentation 

January 25 Tuesday 5:30 PM Budget 

January 27 Wednesday 5:30 PM Budget 

February 1 Monday 7:00 PM Budget 

February 2 Tuesday 7:00 PM Budget 

February 3 Wednesday 7:00 PM Budget 

February 8 Monday 7:00 PM Budget 

February 22 Monday 7:00 PM  

March 8 Monday 7:00 PM In even years, reappoint Town Counsel 

March 22 Monday 7:00 PM  

April 5 Monday 7:00 PM  

April 20* Tuesday 8:30 AM  

May 3 Monday 7:00 PM  

May 17 Monday 7:00 PM  

June 7 Monday 7:00 PM Review non-rep pay plan proposal 

June 21 Monday 7:00 PM  

July 12 Monday 7:00 PM  

July 27* Tuesday 8:30 AM  

August 2 Monday 7:00 PM  

August 16 Monday 7:00 PM  

September 13 Monday 7:00 PM Parking permit fee changes 

September 27 Monday 7:00 PM  

October 4 Monday 7:00 PM Charter/Ordinance Review 

October 19* Tuesday 8:30 AM FY financial review 

November 8 Monday 7:00 PM Budget guidance to department heads 

Set NY calendar 

Appoint acting 1st selectman 

November 22 Monday 7:00 PM BOS budget requests/proposals 

December 13 Monday 7:00 PM  

December 27 Monday 7:00 PM Advisory Commission reappointments 
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Item Definite Wayne follow up Add’l discussion 

Add hyperlinks to CGS references in code X   

Consider staggering BOS terms  X X 

Change Start Date of terms (BOS, BOF, 
Treasurer) 

 X X 

Definition of “qualified”  X  

Change Town Clerk, Tax Collector, Treasurer 
to appointed officials 

 X X 

Must BOS appoint Assistant Town Clerks?  X  

Eliminate requirement for two (2) BOS 
meetings per month 

  X 

Are there special rules for calling special BOS 
meeting? 

 X  

Make the First Selectman an ex-officio 
member of all boards & commissions 

 X X 

Add to FS language that FS serves as liaison 
and on behalf of the Town as a voting member 
of regional and state organizations 

 X X 

Require annual reports from advisory 
commissions prior to reconstitution 

X   

Change BOF meeting requirement to no later 
than 3rd Tuesday in November 

X   

Where is enabling language for BOE to hire 
their own attorney 

 X  

BOF – update the notification for calling 
special meetings 

  X 
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Memo 
Date:  November 12, 2020 

To:  Board of Selectmen 

From:  Kate Clarke Buch, Town Administrator 

RE:  Bid Waiver Request 

Marc McEwan, Director of Emergency Preparedness, has recommended that the 
Town purchase a machine that will allow the Town to disinfect Town vehicles, including 
ambulances and fire apparatus.  Currently the Town is using outside services to do 
any disinfection, which puts the vehicles out of service until the disinfecting service can 
be performed.  It is our expectation that police cars and ambulances will be needing 
disinfection on a regular basis, going forward.  Director McEwan has identified a device 
that can be utilized to fog a disinfectant to minimize downtime.  The cost of the device 
exceeds our bidding threshold.  We are requesting a waiver of the Town’s bidding 
requirement to allow us to move forward with this purchase in an expeditious manner. 

4.



 

Resolution  

Re: Waiving the Requirement for Competitive Bidding for the Purchase 

of a Decontamination System 

 

Whereas, the Town of Darien Emergency Management Director has 

requested funding to acquire a decontamination system to be used for Town 

vehicles, ambulances and fire apparatus; and 

Whereas, the acquisition of the system will enable the Town to minimize 

downtime of emergency apparatus to complete decontamination, and 

Whereas, the need for this acquisition is of an urgent nature due to the 

increasing cases of COVID-19;  

Now, Therefore, Be It Resolved, that the requirements for competitive 

bidding for the acquisition of a decontamination system is waived. 
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For Finance Dept Use Only 

 Transfer #:  

Received:  Availability Verified:  

BOS Approval:  BOF Approval:  

TRANSFER 

 

From: Marc McEwan, Emergency Management Director 

Date: November 10, 2020 

____________________________________________________________________________ 

Emergency Management 

RESOLVED: 

That the following transfer of appropriations is approved for referral to the Board of Finance: 

       

From:    To:   

       

Acct. Number Account Name Amount   Acct. Number Account Name Amount 

10704000-86600 Contingency 15,750  10304010-82033 Program Expenses 15,750 

       

       

       

 TOTAL $15,750   TOTAL $15,750 

 

Funds are requested for the purchase of a unit to disinfect Town vehicles, including 
ambulances and fire apparatus.   

With the uptick in numbers the Town is also experiencing an uptick in exposures. Recently, 
several vehicles needed to be disinfected prior to re-use. Those vehicles remained out of 
service until the disinfecting service was performed. The police cars and ambulances seem to 
be needing the disinfecting on a regular basis, going forward. We have identified a device that 
can be utilized to fog a disinfectant to minimize downtime. The unit and supply of cleaner is 
$15,750 and would not only limit our downtime for our first responder vehicles, but is quick and 
easy to utilize.   
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 Transfer #:  

Received:  Availability Verified:  

BOS Approval:  BOF Approval:  

TRANSFER 

 

From: Marc McEwan, Emergency Management Director 

Date: November 10, 2020 

____________________________________________________________________________ 

Emergency Management 

RESOLVED: 

That the following transfer of appropriations is approved for referral to the Board of Finance: 

       

From:    To:   

       

Acct. Number Account Name Amount   Acct. Number Account Name Amount 

10704000-86600 Contingency 4,750  10304010-82033 Program Expenses 4,750 

       

       

       

 TOTAL $4,750   TOTAL $4,750 

 

Funds are requested for the purchase of a tent to be used at the Covid testing site.  To date 
the town has spent several thousand dollars on the tent that we are using for testing at Leroy 
West parking lot. We are spending approximately $1,230 per month for the rental.  Testing is 
expected to continue for several months. A new tent similar to the one currently rented would 
be approximately $4,750.  This expenditure may be eligible for FEMA reimbursement. 
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For Finance Dept Use Only 

 Transfer #:  

Received:  Availability Verified:  

BOS Approval:  BOF Approval:  

TRANSFER 

 

From: Captain Robert Shreders 

Date: 11/12/2020 

____________________________________________________________________________ 

Police Department 

RESOLVED: 

That the following transfer of appropriations is approved for referral to the Board of Finance: 

       

From:    To:   

       

Acct. Number Account Name Amount   Acct. Number Account Name Amount 

30111014-908600 BOF Reserve $33,325  30332324 920016 

PD SECURE 
BUILDING ACCESS 
SYSTEM $33,325 

       

       

       

 TOTAL $33,325   TOTAL $33,325 

 

Explanation: 

The Darien Police Department maintains a secure, access-control system for its Headquarters facility. 
For the past two years, the PD has been experiencing significant problems with this access-control (“key 
fob”) system.  The fob system hardware has been routinely failing, denying personnel entry into areas of 
the building.  The fob readers located in the Detective Division malfunctioned within the last 60 days, and 
detectives were unable to access the forensic lab or computer labs, where secure property/evidence is 
routinely stored. In another instance, the fob system located at the male locker room door malfunctioned, 
denying officers entry into male locker room; in order to gain access, Town IT Support needed to “reboot” 
the entire hardware system.  Currently, our full-time Maintainer is unable to access the maintenance 
storage room for building cleaning supplies.  This external door is currently propped open so he may 
have access. It also has recently been discovered that only the Evidence/Property Clerk has fob access 
to the highly secure evidence room. Attempts to update/reboot the system have failed. Having only a 
sole civilian employee with access to sensitive and highly secure property and evidence is not acceptable 
from both an administrative or accreditation standpoint.      

A secure, access-control system not only allows officers and civilian employees access to the building, 
but it also safeguards sensitive areas of the building such as the forensic lab and evidence storage.  
These sensitive areas need to be safeguarded in order for our agency to maintain its Tier II State 
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Accreditation status.  Each prisoner holding cell is also equipped with a fob “reader” that allows officers 
to “time stamp” required prisoners checks. We are responsible for the safety and wellbeing of prisoners 
under our control and must be able to document adherence to these standards.  The ability of the fob 
system to time stamp any officer who enters a specific area such as the cell block for prisoner checks is 
required as a “proof” for accreditation protocols. The current, failing system does not allow us to perform 
these required tasks with the acceptable level of reliability.  

In 2018, we received a written quote to replace our building access control system for $78,185.12 from 
USI Integrated Solutions. As we had previously detailed in a previous budget request submission, our 
keying system contained failing components and the system hardware and software were being “sunset” 
(no longer supported) by the vendor (ISONAS, Inc.). 

For FY2019-2020, we requested a Capital Expenditure of $78,185.12, based on the quote from USI. 
Unfortunately, only $58,000.00 was appropriated in the FY19-20 Budget to complete this project. At the 
same time, we learned that USI Integrated was going through significant business difficulties, which 
included the loss of experienced personnel, including those employees who initially quoted our project. 
It was clear at that time that USI would not be able to provide the system originally quoted and that our 
sole option would be to seek an experienced vendor to re-quote, then complete, this project.  

In the fall of 2019, DPD sought vendors in the access control field and began a dialogue with another 
experienced vendor, New England Traffic Solutions, to obtain an updated quote. They were the only firm 
that responded to our request for assistance and pricing quotes. One significant note is that New England 
Traffic Solutions has the State of CT bid for access control systems of this type.   We obtained two quotes: 

Option 1: $81,925.00 (all hardware, installation, one year of software hosting)  

Option 2: $91,325.00 (all hardware, installation, three years of software hosting) 

As our dialogue with NE Traffic Solutions continued, the COVID-19 pandemic hit, which caused project 
delays. 

We have performed our due diligence in attempting to resolve this ongoing access issue.  It has been 
proven quite difficult to find a vendor for a secure access system that is local, highly reliable and 
responsive, especially for a public safety facility that is equipped, staffed and maintained for emergency 
response on a 24/7/365 basis. Based on our research, we believe that the New England Traffic Solutions 
proposal is a viable and, further, most appropriate option.  We respectfully request an additional $33,325 
in contingency funds to supplement the original $58, 000 to complete this much needed project.  If funds 
are approved, we would pursue “Option 2” (“all hardware, installation, three years of software hosting”).   

We believe the unreliability of the fob system has reached an emergency status.  The vendor assures us 
his team can begin installation in December of this year.  

 

Thank you for your consideration 

 

 

By direction: 

_______________________ 

Donald B. Anderson  

Chief of Police  
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DARIEN DEMOCRATIC TOWN COMMITTEE  
c/o David Bayne, Chairman 

5 Windsor Road  
Darien CT 06820 

 
  

October 12, 2020 

  
Hon. Jayme J. Stevenson, First Selectman  

Hon. Kip Koons, Selectman   
Hon. David R. Martin, Selectman  

Hon. Christa McNamara, Selectman  
Hon. Sarah Neumann, Selectman  

  
 Re:  Appointment to the Monuments & Ceremonies Commission – Autumn Howard  
 
Dear Board of Selectmen:  

  
The Darien Democratic Town Committee met on October 8, 2020 and unanimously voted 

to recommend that Autumn Howard be appointed to an open seat on the Monuments & 
Ceremonies Commission.     

 
Autumn’s application is attached.  She is very excited to join the Commission and we hope 

that you will interview and appoint her as soon as possible.   
 
 

Sincerely,  

  
/s/ David F. Bayne  

  
David F. Bayne  

Chairman,   

Darien Democratic Town Committee  

  
cc:   Ms. Linda O’Leary  
 Ms. Autumn Howard 
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Minutes for the 

Board of Selectmen Executive Session & Regular Meeting 

November 02, 2020 

Darien Town Hall - Room 206 at 7:00 PM 

SPECIAL MEETING in EXECUTIVE SESSION 

6:30 PM 

PRESENT: First Selectman Stevenson, Selectman McNamara, Selectman Martin, Selectman 
Koons, Selectman Neumann 

STAFF: Town Administrator Kathleen Buch 

OTHERS: Shawn Volin, Chief, Noroton Heights Fire Department 

CALL TO ORDER 

Adjourn to Executive Session for Personnel Pursuant to CGS 1-200 (6) (A) 

MOTION to adjourn to executive session 

ADJOURN TO OPEN SESSION  

MOTION to return to open session and adjourn the meeting. 

REGULAR MEETING 

CALL TO ORDER 

The First Selectman called the meeting to order at 7:08pm 

PLEDGE OF ALLEGIANCE 

The First Selectman led those present in the Pledge of Allegiance. 

FIRST SELECTMAN’S REPORT 

 2 new COVID cases reported today bringing our total 14-day case load to 14.  The 14-day 

rolling average for Darien is 4.6/100,000 keeping us in the yellow alert level. There is a 

discrepancy with the state’s interactive map which shows a 14-day rolling average for the period 

of 10/11-10/24 of 8.5/100,000.  This information does not match what is reported in the CT 

Health system and is being investigated by our Health Director. 

 

 There are 9 confirmed cases in our school population (7 locations) and 179 school community 

members are in active quarantine. 
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 We are working on arrangements for additional testing days before and around the holidays.  

College students and other travelers may need testing upon arrival here in Darien.   

 

 Today, Governor Lamont announced that CT will be rolling back to a modified Phase 2 given 

the increase in COVID cases in an effort to stay ahead of the curve and avoid overwhelming our 

hospitals.  New guidance goes into effect at 12am, Friday, November 6 and includes: 

o Restaurants returning to 50% capacity indoors 

o In-restaurant dining must close at 9:30pm – take out and pick up allowed beyond 

9:30pm 

o 8 people max/table. 

o Personal services remain at 75% capacity 

o Religious gatherings 50% capacity capped at 100 – virtual services encouraged 

o Performing Arts Centers and Movie Theatres capped at 100 

o Event venues – 25 person indoor limit, 50 person outdoor limit 

o Recommended to stay home from 10pm – 5am 

o All events and gatherings should end by 9:30pm  

o Guidance issued in collaboration with surrounding states 

 

 No news on our STEAP grant application.  Awards were supposed to be made by mid-October. 

We requested $92,000 to support landscaping and installation of a Pollinator Pathway plantings 

at Highland Farm.  The town match for this grant is the $8,700 we have appropriated for 

landscape design.  

 

 Town Hall/Mather generator project will be complete this Friday.   

 

 Please check out the November/December 2020 issue of the New Canaan Darien Rowayton 

Magazine and the wonderful article written by Elizabeth Hole about Darien’s Bicentennial.  

 

 Tomorrow is Election Day!  If you are voting by absentee ballot, please return your ballot to the 

Town Clerks Office or drop off in the secure drop box in front of Town Hall by close of polls at 

8pm tomorrow evening.  Our Registrars of Voters have worked hard to prepare for safe, in-

person voting if you are planning to do so.  No matter the outcome of tomorrow’s election, we 

will continue to work together in a respectful, bi-partisan manner to serve our community.   

 

TOWN ADMINISTRATOR’S REPORT 

no report 

SELECTMEN LIAISON REPORTS 

12.



Town of Darien 
Board of Selectmen 
Regular Meeting 
November 2, 2020 
Page 3 

 
 

Mr. Koons reported on the Ox Ridge School Building Committee. 
 
On Thursday, October 29th the bids for 23 of the 26 trade categories were opened at O&G’s office 
broadcast as a virtual event to the Town, the OSCG&R, SLAM personnel and consultants, the O&G/AP 
Construction team and Rusty Shriner and myself representing the ORBC. The remaining 3 categories 
will be opened tomorrow, Tuesday November 3rd. 
A total of 109 bids were opened, with the number of bidders in each category fluctuating from a low of 2 
(Food Service Equipment) to a high of 11 (Site Work). 
The 23 categories had a cumulative budget of $43,965,854. However, the total of the lowest bids 
received was $38,204,700 which was $5,761,154 or 13% below the budget. A total of all the second 
lowest bids was $2,724,235 or 6% below the budget. 
The 3 categories that remain have a total budget of $5,715,647, and we are cautiously optimistic that 
they also will come in under budget. The categories are Painting, Communications and Electrical & Fire 
Alarm & Security. 
Please note that the Owner’s “Soft” Costs, budgeted at $8,737,936 are not included in this bidding 
process. However, there will be bidding on furniture, telephone systems and technology equipment (all 
of which are included in Owner’s Costs) at a much later date 
The next step is for O&G/AP to engage the two lowest bidders in each category in a thorough scope 
review taking about 2 hours for each review. The scope review process ensures that the bid fully covers 
that portion of the project assigned to it as well as verifies agreement on any Alternate items and all 
administrative matters. O&G/AP intend to present at least four of the bid winners for critical trades 
(needed to start the project this month) to the ORBC this Thursday for its approval.  
The largest $ variances were Site Work at $977,397 or 15% over budget and Structural Steel at 
$1,129,618 or 41% below budget. 

 

NEW BUSINESS 
1. Discuss State of Connecticut Planned Project at Darien Train Station 

 
Ms. Stevenson introduced the topic.  She stated that the project is being driven by the condition 
of the platforms. The plans can be seen on the web at https://portal.ct.gov/DOTDarien0301-
0195 
follow up item is extension of canopies, state does not seem agreeable, if we are willing to help 
with the cost, will they consider it 
mr koons discussed the issues he had with the presentation 
Ms.Mcnamara asked when feedback was due - thursday 

2. Discuss Potential Changes to Charter Chapters I-V 
JS - in some places online, there are hyper links - would like to be able to hyperlink to state 
statutes that are referenced 
Ch 2 
DM - boards - different number of members and different terms and cycles  
JS statutory language - enabling language? 
CM - turning over every 2 years?  is that in the best interest of the town? 
JS - possibly extend to 3 years 
CM, DM should they stagger terms 
start of terms - what are the challenges if it is moved to a later date? 
discussion of converting tax collector/clerk/treasurer to appointed officials. 

12.



Town of Darien 
Board of Selectmen 
Regular Meeting 
November 2, 2020 
Page 4 

 
 

DM - 6b - gives the 1st Selectman a veto 
5d add to say sworn in 

ask wayne for definition of qualified 
DM 8a - should that state statute apply to all other elected officials?  ask wayne 
Does BOS actually appoint assistant Town Clerks?  is it necessary? 
question on bonds - section 11 - what level is the bond?  is it still applicable? 
CM in favor of the 2 per month, Kip opposed - lack of flexibility 
rules for calling a special meeting?  ask Wayne 
JS - wants the FS to be ex-officio to all boards and commissions - is the FS 
now?  Ask Wayne for clarification 
JS - add that FS serves as liaison and on behalf of the town as a voting member to 
regional and state meetings to organizations which are beneficial to the Town 
advisory commissions - want to try to make sure that we codify receiving annual 
reports prior to reauthorizing them 
21 - change to no later than the 3rd Tuesday in NOvember 
si the clerk still necessary to be from the board of finance 
where is the enabling language for the BOE to hire their own legal counsel. 
BOF - update the notification for calling special meetings. use similar language for 
BOS? 
 
 

TRANSFERS 
3. Discuss and Take Action on Request for Transfer of $10,160 to Capital Account 

NHFD - Replace Bay Doors 
MOTION to approve Request for Transfer of $10,160 to Capital Account NHFD - 
Replace Bay Doors 
Chief Shawn Volin - NHFD presented the transfer request. 
 
Motion made by Selectman Martin, Seconded by Selectman Koons. 
Voting Yea: First Selectman Stevenson, Selectman McNamara, Selectman Martin, 
Selectman Koons, Selectman Neumann 
 

4. Discuss and Take Action on Request to Transfer $16,920 to Employee 
Education/Tuition 
MOTION to approve Request to Transfer $16,920 to Employee Education/Tuition 
 
Motion made by Selectman Neumann, Seconded by Selectman McNamara. 
Voting Yea: First Selectman Stevenson, Selectman McNamara, Selectman Martin, 
Selectman Koons, Selectman Neumann 
 

APPOINTMENTS:  
5. Recommendation to the RTM for the Appointment of Craig Jung to the Five Mile 

River Commission 
MOTION to Recommend to the RTM for the Appointment of Craig Jung to the Five 
Mile River Commission 
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Motion made by Selectman Neumann, Seconded by Selectman Koons. 
Voting Yea: First Selectman Stevenson, Selectman McNamara, Selectman Martin, 
Selectman Koons, Selectman Neumann 
 

6. Reappointment of Craig Flaherty to the Sewer Commission for a term expiring 
December 31, 2022 
MOTION to Reappoint Craig Flaherty to the Sewer Commission for a term expiring 
December 31, 2022 
 
Motion made by Selectman McNamara, Seconded by Selectman Martin. 
Voting Yea: First Selectman Stevenson, Selectman McNamara, Selectman Martin, 
Selectman Koons, Selectman Neumann 
 

7. Reappointment of David Humphrey as an Alternate to Architectural Review Board for 
a term expiring on June 30, 2023 
MOTION to Reappoint David Humphrey as an Alternate to Architectural Review 
Board for a term expiring on June 30, 2023 
 
Motion made by Selectman Neumann, Seconded by Selectman Koons. 
Voting Yea: First Selectman Stevenson, Selectman McNamara, Selectman Martin, 
Selectman Koons, Selectman Neumann 
 

MINUTES 

8. Review and Approve Minutes of October 20, 2020 Regular Meeting 
MOTION to Approve the Minutes of the October 20, 2020 Regular Meeting as 
presented. 
 
 
Motion made by Selectman Neumann, Seconded by Selectman McNamara. 
Voting Yea: First Selectman Stevenson, Selectman McNamara, Selectman Martin, 
Selectman Koons, Selectman Neumann 
 

PUBLIC COMMENTS* 

none 

AGENDA REVIEW 

JS - water quality report recently issued by Save the Sound - Bill Cavers? 

gifts - move all into one section 

 

ADJOURNMENT 

MOTION to adjourn at 8:25 
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Motion made by Selectman Neumann, Seconded by Selectman Martin. 
Voting Yea: First Selectman Stevenson, Selectman McNamara, Selectman Martin, Selectman Koons, 
Selectman Neumann 
 

UPCOMING  MEETINGS: 

November 16, 2020 
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Minutes for the 

Board of Selectmen Special Meeting 

November 02, 2020 

PRESENT: First Selectman Stevenson, Selectman McNamara, Selectman Martin, 
Selectman Koons, Selectman Neumann 

CALL TO ORDER 

Ms. Stevenson called the meeting to order at 6:30 pm. 

Adjourn to Executive Session for Personnel Pursuant to CGS 1-200 (6) (A) 

The meeting adjourned to Executive Session with attendance limited to the Board. 

ADJOURN TO OPEN SESSION  

The meeting returned to open session and adjourned at 7:05 pm. 
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